
MAKING AWARENESS STICK!

Secrets To A Successful Security 
Awareness Program
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Poll 
Question #1

Has your firm ever been
the victim of ransomware?

1.) Yes

2.) No
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Poll 
Question #2

Are you currently doing anything 
to protect your users from Social 

Engineering?

1.) Yes, we have a mature program in 
place.

2.) Yes, but it's not enough, and I need help.

3.) No, we're relying on our firewall and AV.



About Us
• World’s most popular integrated Security Awareness 

Training and Simulated Phishing platform

• Based in Tampa Bay, Florida, founded in 2010

• Former Gartner Research Analyst, Perry Carpenter, is our 
Chief Evangelist and Strategy Officer

• 200% growth year over year
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17,000
Over

Customers
• We help thousands 

of organizations 
manage the problem 
of social engineering 
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Agenda

• Why is this so important? 
• The real goal of security awareness 

training 
• Have explicit, measurable goals 

before starting
• Surround it in positive messaging that 

matters to the individuals
• Make your program comprehensive



6

Phishing



• 91% of successful data breaches 
started with a spear phishing attack 

• Ransomware is predicted to 
exceed damages of $5 billion last 
year, and continues to grow 

• CEO fraud (aka Business Email 
Compromise) estimated to exceed 
$9 billion in 2018

91%
of successful data breaches started 

with a spear phishing attack 

A staggering

Employees Are the Last Line of 
Defense



• In 2017 Ransomware grew 
300% over 2016

• Ransomware is predicted to 
exceed damages of $5 billion 
in 2017, and continues to grow 

• Over 153,000 users were hit 
by mobile ransomware in 
2016

$5bil
The Costs of Breaches and 

Ransomware Attacks



54.9%
of users click on a phishing link

in under 60 minutes

Recent studies show that over

Why Do People Click
On Phishing Links So 

Quickly?
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Agenda

• Why is this so important? 
• The real goal of security awareness 

training 
• Have explicit, measurable goals 

before starting
• Surround it in positive messaging that 

matters to the individuals
• Make your program comprehensive
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What  Is The 
Real Goal?

• The overall Goal is to help users 
make smarter security decision 
every day 

• To reach this goal you must make 
this an integral part of your 
organizational culture that simply 
becomes reflexive
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We need to condition people to have the right reflexive behaviors

“Everybody has a plan
unt i l t hey get  punched 

in t he m out h.”
- Mike Tyson
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Agenda

• Why is this so important? 
• The real goal of security awareness 

training 
• Have explicit, measurable goals 

before starting
• Surround it in positive messaging that 

matters to the individuals
• Make your program comprehensive
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Before beginning:

Be completely 
honest with yourself 
about your goals and 

what your current 
organizational 

culture will tolerate
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The “Magic 
Wand”  

Thought  
Exper im ent

If you could wave a magic wand and 
instantly change three security 

behaviors in your organization, what 
would they be?
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Agenda

• Why is this so important? 
• The real goal of security awareness 

training 
• Have explicit, measurable goals 

before starting
• Surround it in positive messaging that 

matters to the individuals
• Make your program comprehensive
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• Putting users in to a break room once a year, feeding them coffee, donuts and 
PowerPoint slides will not change their behavior in a noticeable way 

• What is missing is the correct estimation of the adversary being faced and the 
degree of commitment an organization has to have to stave of attacks 

Make It Relevant
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Nudge t hem in t he r ight  direct ion
A nudge, as we will use the
term, is any aspect of the choice
architecture that alters people's
behavior in a predictable way
without forbidding any options
or significantly changing their
economic incentives. To count
as a mere nudge, the
intervention must be easy and
cheap to avoid. Nudges are not
mandates. Putting fruit at eye
level counts as a nudge. Banning
junk food does not.

Nudge: Improving Decisions About Health, 
Wealth, and Happiness, 2008 

Your password change portal is a great place to insert a nudge:
• Strength Meters
• Videos on how to create & remember strong passwords
• Elective LMS modules
• etc.
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Met r ics, Gam if icat ion, and m ore

Consider using gamification and 
incentives to encourage friendly 
competition across departments.

Make everything 
reinforce your point 
and purpose
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Agenda

• Why is this so important? 
• The real goal of security awareness 

training 
• Have explicit, measurable goals 

before starting
• Surround it in positive messaging that 

matters to the individuals
• Make your program comprehensive
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• Training on its own, typically once a year, isn’t enough 

• Simulated phishing of groups of employees on its own doesn’t work 

• But together, they can be combined to greatly increase effectiveness 

Coordinate Training and Phishing Campaigns
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Conduct “Full Random” Phishing Attacks

• Prairie dogging is when an employee notices a simulated phishing email and warns the 
others in the office about it. 

• The way to guard against this is to use what are termed full random simulated phishing 
attacks 

Personalize Emails

Just adding an employee’s first name isn’t enough. Personalization must be taken further 

• For example, add an attachment named, “Q4 Payroll” and make it look like it’s sent to 
them accidentally by referring to their supervisors name in the message  

Phish Like the Bad Guys



23

Give Them A Way To Report Attacks

• Give the users a way to 
provide the suspect email to 
someone that can review it

• “Train your employees with 
regard to phishing, and 
provide them with a quick 
and easy way to report 
suspicious emails.” 2017 
DBIR

Free Phish Alert Button
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4 Steps To 
Success



The KnowBe4 Security Awareness 
Program WORKS

Baseline Testing
We provide baseline testing to assess the Phish-prone™ percentage 
of your users through a free simulated phishing attack.

Train Your Users
The world's largest library of security awareness training content; 
including interactive modules, videos, games, posters and 
newsletters. Automated training campaigns with scheduled reminder 
emails.

Phish Your Users
Best-in-class, fully automated simulated phishing attacks, hundreds of 
templates with unlimited usage, and community phishing templates.

See the Results
Enterprise-strength reporting, showing stats and graphs for both 
training and phishing, ready for management. Show the great ROI!
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Security Awareness Training Program That Works

• Based on six m il l ion use rs

• Nearly 11K organizat ions

• Segm ented  by indust ry 
t ype and  organizat ion 
size

• 241,762 Phish ing Security 
Tests (PSTs)
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Partner Resources

Free Phishing Security Test
Find out what percentage 
of your users are Phish-
prone  

» Learn More at www.KnowBe4.com/Partnering «

Free Phish Alert Button
Your employees now have 
a safe way to report 
phishing attacks with one 
click!

Automated Security 
Awareness Program
Creating a security
awareness program 
that will work for your
organization.
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Why Social Engineering
Works And How To Arm 
Yourself Against "Human
Hacking"

What is the basic mechanism behind social engineering? Why exactly 
does it work? How do you arm yourself against it?

• Social engineering attacks are when a hacker uses tactics that 

attempt to manipulate you into doing something against your 

best interest. 

• Enable your employees to make smarter security decisions.

What is the basic mechanism behind social engineering? Why exactly 
does it work? How do you arm yourself against it?

• Hacking humans is easier and faster than hacking software or 

hardware. 

OK, so exactly WHY is it so easy to hack the human?

• People can be overly helpful, distracted, ill, busy, well...HUMAN.
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UK National
Lottery hacked:
Watch Out For
Phishing Attacks
On Millions Of 
Customers

UK National Lottery has warned more than 10 

million players with online accounts to change their 

passwords due to a security breach, 

The Telegraph reported.

The mass attack, said to have been done using a 

technique known as “credential stuffing”.

https://www.telegraph.co.uk/news/2018/03/16/national-lottery-hacked-millions-customers-warned-change-passwords/
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Microsoft: "Phishing
still number one
method for 
cyber-attacks"

"Hackers are going for the low-hanging fruit."

Redm ond st at es

Microsoft Security In te lligence  Report (SIR) 2017

• Phish ing still m ost popular way for cyber-crim ina ls to  a ttack

• Microsoft scanned  m ore  than  400 b illion  em ails

• More  than  53 pe r cen t of a ll em ail th rea ts a re  ph ish ing em ails

• Phish ing was the  # 1 th rea t vector (> 50%) 

• Microsoft stre sses the  va lue  of end-use r security awareness 

tra in ing. I

• It is  easie r and  le ss costly to  trick a  use r in to  clicking a  m alicious 

link or open ing a  ph ish ing em ail,” 

https://www.knowbe4.com/phishing
https://www.knowbe4.com/products/enterprise-security-awareness-training/


Thank You!

Tel: 855-KNOWBE4 (566-9234)    | www.KnowBe4.com    | Sales@KnowBe4.com

Mike Brill – Channel Account Manager
MikeB@KnowBe4.com
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