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The Canadian
Privacy and Data
Security Toolkit
SECOND EDITION

IMATION:

Claudiu Popa

The Canadlan Cyberfraud Handbook:

e Board Level Risk Advisor

Claudiu Popa

CARSWELL. {2 THoMsON REUTERS

PMP pi1
(c.s}

Certified Information
Systems Auditor”

CRISC [:_;flw )

Focus on standardization & security audits
Industry focus on regulated sectors, healthcare and finance
Educator, expert witness, media contributor and professional speaker

CEO, Informatica Corporation; Chair, Knowledgeflow Cybersafety Foundation
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DAVID KREBS, CIPP/C

* Counsel in Miller Thomson'’s Business Law Practice Group
specializing in Privacy, Technology, and Cyber Security

» Key Contact for Miller Thomson’s Canadian Cyber Security
Practice and editor of MT Cybersecurity Blog

e 10+ years’ experience in data privacy law (Canada and Europe)

Cybersecurity Blog

Read the latest from our MT Cybersecurity blog

More
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Agenda

Introduction: Guest Speaker, Claudiu Popa
Key Takeaways

Canadian Landscape

The Cost of Breaches & Security Incidents
Legal Risk & Considerations

What's the Kill Chain?

The Holy Grall

Need to know

Summary and Questions
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Key Takeaways

» Cyber threats are real and are changing...”Third Wave” is coming...
* Cyber Incidents carry a number of operational, reputational, and legal risks

 One incident....many laws (Federal, provincial, US State, European, sector-
specific...)

* Investments in cybersecurity are worth it — preparedness, technology/infrastructure,
legal/compliance resources, training, and insurance are tools that should be considered
and utilized

» Legal as trusted advisor — we highlight cyber security as integral part of business
operations

* Incident response is a team-sport — IT security and forensics experts work hand-in-
hand with legal counsel/breach coach, PR, and key management; Communication is
King! Breach communication not intuitive...

» Consider impact of cyber risk: in contracts with vendors (sector-agnostic, not just about
personal data); M&A; Enterprise Risk Management; When choosing insurance
coverage
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Cyber Incidents In Canada
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Cyber Incidents on the rise...Changing
Face of Ransomware -

Cyber attack shuts down Evraz IT systems across
North America, but company says no data
compromised
eHealth discovers files sent to suspicious IP address M
following ransomware attack =
Company issued a three-day layoff notice that takes effect Friday

03 PM CT | Last Updated: March 5
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Report from the Office of the Privacy
Commissioner of Canada

 “A full year of mandatory data breach Type of Breach
reporting: What we've learned and
what businesses need to know”

» The past year has seen an estimated
28 million Canadian data records
compromised in 680 reported security
breaches reported to the Privacy
Commissioner's Office.

» Since new breach requirements were
added to PIPEDA exactly a year ago,
the number Of reports by Compar"es ® Unauthorized Access ® Accidental Disclosure
and individuals has surged six-fold, " Loss Theft
revealing new trends and priorities for
the coming year.

Source: OPC Blog 8
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Canada Second Highest in Cost of Breaches: IBM

Average total cost of a data breach by country, 2018
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(X 1BM Security 2019 Cost of a Data Breach Report

-~

Global average total cost of a data breach

Measured in US$ millions
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The latest annual Cost of a Data Breach report by the Ponemon Institute and
funded by IBM. Source: IBM
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TIME SPENT INVESTIGATING FRAUD CAN COST MORE THAN
THE FRAUD ITSELF

Fraud cost less than 43%
investigation

17%

29%

1%

12

PwC 2018



Total Active Malware in the World
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New Malware Strains Per Month
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Weekly Virustotal Uploads

® United Sta. .
@® France
O Germany

@® Canada \

@ Ukraine \
® Belgium \
® Korea ?

® Irelan Canada
® Mexic 443,965 (4.5%)

@ United Kin__.
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Humans Account for Less Than 40% of Global Web Traffic

Breakdown of global website traffic by source* (2013)

B Human [ Good non-human [} Malicious non-human

40 38.5%

31.0%
30

20.5%

20

10
5.0% 4.5%
0.5%
: I
Human Search engines Content Hacking Spam Other bad non-
PN traffic & other good bots  scrapers tools bots human traffic
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Professional Grade Cybercrime

Cover tracks
and remain
undetected

Exfiltrate
data

strengthen
foothold

Cybercrime

LifeCycle

Expand access
and obtain
credentials

Outbeund
connection
initiated

Deployment

mrormaTicA] Protecting the intangible

SECURITY AND PRIVAC'

Find and
organize
accomplices

Build or
acquire tools

Research target
infrastructure/
employees

Test for
detection

TRUST @@ INFORMATICA
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The Firewall 1Is now human

- .
4~ CryptoLocker ﬁ

Your personal files are encrypted!

Your important files eneryption produced on this computer: photos, videos,
documents. etc. Here is a complete list of encrypted files, and you can personally
w:"iFy this

Encryption was produced wiing 4 unique public key RSA-20438 generated for this
computer. To decrypt filesyou need to obtain the private key.

The single copy of the private key, which will allow you to decrypt the files, located
an a secret server on the Internet; the server will destroy the key after a time
apeciied in this window, After that, nebedy and never will be able 1o restore filas..

Ta ebtain the private key for this computer, which will automatically deorypt files,
wou nead to pay 100 USD 7 100 EUR S similar amount in anothar currency,

Click < Meut> to select the method of payment and the curmancy.

Private key will be destrayed on
9/24/2013 Any attempt to remove ar damage this software will lead to the immediate
6:21 PM destruction of the Fri'u'atn I-m:,uI Iry the server,

Tirmea left

54:15:15

18
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no experience required

~STONEDRILL

~THANKSGIVING

MATRIX
[ SARLBORO
CRYPTODEFENSE (TORRENTLOCKER
( CRYPTOWALL DMALOCK e

o (" CHIMERA SAGE 2.0

REVETON T3VU3N GRYPTO SHADOW
[ LOCKDROID LoCKY RANSOMPLUS

r KERANCER T APTOSHIELD

CRYPTOLOCKER TESLACRYPT POWERWARE RANION
RANSOMLOCK P — L1 I TRUMP LOCKER

URAUSY LOCKSCREEN ENIGMA UNLOCK26
BADLOCK
2013 2014 2015 | lyox 2016 CERBER| | 2017
ANUBIS
JIGSAW NUKE ANGLEWARE
ROKKU HDDCRYPTOR |'ZORRO
VIRLOCK 'RADAMANT ||l ‘PHILADELPHIA ‘REVENGE
'HYDRACRYPT ||'RAA
| HIDDEN TEAR SOCIETY
TESLACRYPT 2.0 \BART

ENDGAME. ‘CRYPTVAULT

19
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All your important files are encrypted.

At the moment, the cost of private key for decrypting your files is 2.5 BTC ~= 550 USD.
Your Bitcoin address for payment: 55 SR IR R LR e

$ PURCHASE PRIVATE KEY
WITH BITCOIN

You can also make a payment with PayPal My Cash Card

In case of payment with PayPal My Cash Card your total payment is 1000 USD ( 2 PayPal My Cash Cards )
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B Government documents or
benefits fraud (38.7%)

B Other identity theft (21.8%)

B Credit card fraud [17.4%)

B Phone or utilities fraud (12.5%)

B Bank fraud** (8.2%)

B Attempted identity theft (4.8%)
B Employment-related fraud (4.8%)

B Loan fraud (4.4%)

* Percentages are based an the total number of complaints in the Federal Trade Commission's Consumer Sentinel Metwork (332,646 in 2014).
Percentages total to more than 100 because some victims reported experiencing maore than ane type of identity theft (17% in 2014)

**includes traud Invalving chacking, savings, and athar deposit accounts and electronic fund Transfers

Source: FTC
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Misconfigured
system or
application

End-user error ‘ 31
Undetermined

Vulnerable code

Targeted attack, 0o
exploited -
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Global Toronto v News & Radio Programs v
NEWS Change Location Newscasts, Radio, and Videos

World Canada Localv Politics SmartLiving Money Entertainment Health Commentary Trending

CAMNADA April 4, 2018 Updated: April 4, 2018

Companies will now have to tell Canadian
consumers when their privacy is breached
— and do it quickly

By Amanda Connaolly MNatiopnal Online layrnalist _Glahal Mewe

Canada: Data Breach Reports Skyrocket In First Year
Of Mandatory Breach Reporting
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Cyber Attacks’ Risk to Business

Loss of “Crown
Jewels”, IP and

/ trade secrets \

Compromise of

customer
Legal and information, credit
regulatory issues cards and Personally
Identifiable
Information . . T
e Director and Officer liability
e Legal liability including litigation
* Regulator enforcement and investigations
e Failure to meet key contract terms
e Economic harm (e.g. loss of confidential
Brand tarnishment Loss of web information/IP)
and reputational presence and . h
harm online business * Reputational harm

e Business interruption

\ Loss of customer / «  Physical harm

funds and
reimbursement of
changes

24
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Who do you notify when a breach occurs? Breach Coach/Counsel’s role:

e Coordinate - urgency
without panic, help assess
the facts

B The relevant business * Review relevant contracts
unit leaders . : :

80 * Work with forensics — did

the breach result in data

access or extraction? Was
there a bad actor?

B Regqulators/auditors Internal vs external
threat?

e  Work with PR;
Communicate with
stakeholders

B End customers * Advise onrisk

e Where required — prepare

. notifications; review

which law(s) apply (cross-

border!)

100

Executives

FPO

B Supply chain partners
20
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Ransomware and reporting

* Many ransomware cases traditionally not reported — intent was $ not exfiltration of data.
» Caution: Do the analysis; review the facts and the law

» Law not settled — very fact specific

* 100% certainty is an illusion

* Learnings from recent HIPAA (US) Guidance:

* Whether or not the presence of ransomware would be a breach under the HIPAA Rules is a fact-
specific determination. A breach under the HIPAA Rules is defined as, “...the acquisition, access,
use, or disclosure of PHI in a manner not permitted under the [HIPAA Privacy Rule] which
compromises the security or privacy of the PHI.” See 45 C.F.R. 164.402.6

» When electronic protected health information (ePHI) is encrypted as the result of a ransomware
attack, a breach has occurred because the ePHI encrypted by the ransomware was acquired
(i.e., unauthorized individuals have taken posSsession or control of the information), and thus
IS a "disclosure”_not permitted under the HIPAA Privacy Rule.

* Unless the covered entity or business associate can demonstrate that thereis a“...low
probability that the PHI has been compromised,” based on the factors set forth in the Breach
Nofificafion Rule, a breach of PHT'1Ss presumed to have occurred. The entity must then comply with
the applicable breach notification provisions, including notification to affected individuals without
unreasonable delay, to the Secretary of HHS, and to the media (for breaches affecting over 500
individuals) in accordance with HIPAA breach notification requirements. See 45 C.F.R. 164.400-414.

26
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Assessing probability of
compromise (HIPAA)

1. the nature and extent of the PHI involved, including the types of identifiers
and the likelihood of re-identification;

2. the unauthorized person who used the PHI or to whom the disclosure was
made;

3. whether the PHI was actually acquired or viewed; and
4. the extent to which the risk to the PHI has been mitigated.

27
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Personal Information

e What is “Personal Information”?

* PIPEDA defines Pl as “information
about an identifiable individual”

e excludes business card
information

» According to the OPC*, personal
information includes any factual or

subjective information, recorded or
not, about an identifiable individual.

 Examples:

e age, name, ID numbers, income,
ethnic origin, or blood type;

 opinions, evaluations,
comments, social status, or
disciplinary actions; and

» employee files, credit records,
loan records, medical records,
existence of a dispute between a
consumer and a merchant,
intentions (for example, to
acquire goods or services, or
change jobs)

INTERNAL HISTORICAL

Knowledge and Belief Life History
ﬁ Information about E

what
religio

have
@ Information used to authenticate

an individual with something they know

passwords, PIN, mather's maiden name

Preference

about or interests
opinion: nterests,
favorite ices, dislices, music

(@) EXTERNAL

Identifying
Information that uniquely or semi-uniquely
identifies a specific individual

Transactional
Information about an individual's
purchasing, spending or income

transact
Credit
Information about an individual's

reputation with

credit recos

SOCIAL

Professional
Information about an indivicual's

Ethnici
ﬁ.@ Inlorm;lﬂhl:? that describes

NG an individual’s origins and lineage
race, national or ethnic origin, languages s;

race, natior poken, dialects, accents educational or professional career =
Sexual -
Information that describes an individual's sexual life .
ender identity preferences, procivities, fetishes, history, etc.
Behavioral Criminal 9"1?
B that describes an Information about an individual's criminal activity 06
=" oractivity, on-line or off convietions, charges, pardons

browsing behavior, call logs, links clicked, demeancr, attitude
r Demographic
| Information that describes
anindividual’s characteristics shared with others
e ranges, physical traits, income brackets, geographic

Public Life
Information about an individual’s public life ()
aracter, general reputation, social status, marital status, reigion, @]
Family e

[ family and
1. mamiages, dvoroes, relationsh

mily Structure, siblings, offspriny iages, dvorces, relationships
Social Network
ends or tal
connections, acquaintances, a: mbership
[

ageranges, physical vraits, incomeb

m Medical and Health
Information that describes an individual's health,
medical conditions or health care
physical and mental

ealt! ory, healtl
B *I Physical Characteristic

that describes an physical
‘age, hair color, skin tene, tattoos, gender,

physical and
health history
height, weight,
piercings

28
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Breach notification

* Under PIPEDA: Breach of security safeguards means the loss of, unauthorized
access to or unauthorized disclosure of “personal information” resulting from a breach
of an organization’s security safeguards — being “accessible” can be sufficient

» Organization must determine if the breach poses a “real risk of significant harm” to
any individual whose information was involved in the breach by conducting a risk
assessment

* The assessment of risk must consider the sensitivity of the information involved,
and the probability that the information will be misused

* When the organization considers that a breach poses a real risk of significant harm, it
must notify affected individuals and report to the Commissioner_as soon as
feasible

—>Depending on location(s), sector, and impacted population, a number of different laws
may come into play.

—>Assess all potential obligations in determining strategy.
29
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Data breach record keeping (PIPEDA)

» Organizations must maintain sufficient information in a data breach record to demonstrate
that they are tracking data security incidents that result in a breach of personal information.

» Broad interpretation of what information would constitute a “record” for the purpose of
PIPEDA.

» Organizations must hold data breach records for a minimum period of time; specifically
24 months.

» Oversight by the Commissioner to ensure compliance with the requirements to report to the
Commissioner and notify affected individuals of significant breaches.

30
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SECTIONS

Legaltech news

Heightened Risk of Cyberattacks Puts
Pressure on Law Firms to Bolster Defenses

Considering 80 of the 100 biggest law firms have been hacked since

2011, eyl ER N g=-Helgfyours could be next.

Hacking of law firms highlights serious security breaches for companies entrusting them with
sensitive data. A report by Citigroup urged their employees to [oNaalialel{BIReIRual=N g el RugLiulpl=
with sensitive digital data for three reasons:

1. Law firms continue to be a high value target for hackers and foreign entities
2. Law firm security is below industry standards--given the assets they hold
3. Law firms have been unwilling to disclose when they have been breached, and the severity

of breaches, despite ongoing pressure from clients and law enforcement officials.

Daniel Garrie, of the Journal of Law & Cyber Warfare , states, “Law firms represent, in today's

information security environment, EglsRESISSREIpleNgldatE target to go after...Law firms have no
incentive to protect themselves from being attacked because, to date, there has been no

meaningful financial impact to the law firms' bottom line.”



o of law firms have reported a breach
o of some type, with varying levels of

compromise.

year phishing (malicious hyperlink)
* ransomware (weaponized attachment)

* drive-by downloads (autoinstalls)
» watering hole attacks (hijacked webs]

« 31 party breaches (VOIP, mgg
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LAW.COM

More Than 100 Law Firms Have
Reported Data Breaches. Is Your Firm

Next?

Unfortunately, these rules do not include any specific technical requirements that attorneys can reference. This puts
attorneys in the difficult position of trying to determine what is sufficient when it comes to cybersecurity.

By Kevin Baker = February 13, 2020 at 01:15 PM

INFORMATICA
SECURITY AND PRIVACY
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. response
. recovery

. remediation
. reporting

. review

§" Development

of Breach Detection
Response and Analysis
Program

Post-Incident Containment/

Assessment  Eradication and //

and Audit Recovery 4




Real cybersecurity expertise needed for breach management

access control

redundant services ‘ IT controls

weak passwords

social engineering

. secure destruction
internal threats

data classification
removable storage
‘authentication
availability/uptime

‘domains

data corruption

patch management

enterprise training

web applications

‘ file sharing
s systems

backup encryption
3rd parties
malicious software

mrormaTicA] Protecting the intangible
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risk treatment options

Sk

—\‘ N
Avoid Mitigate
eliminate cause of risk reduce probability or impact of risk
Accept Transfer
contingency plans for risk have third party take on
responsibility for risk (Insurance)
& /

INFORMATICA
SECURITY AND PRIVACY
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FBI: Business Email Compromise
Cost Businesses $1.7B in 2019

BEC attacks comprised nearly half of cybercrime losses last year, which
totaled $3.5 billion overall as Internet-enabled crimes ramped up.

According to recent cybercrime statistics, BEC has stolen more than $5 billion dollars from ! —
unsuspecting victims worldwide, including Canadian businesses'. BEC is the second highest
for monetary loss out of over 40 fraud types reported to the Canadian Anti-Fraud Centre

(CAFC). Its real, it's growing, but with increased awareness, it can be prevented.

Bulletin 3. Version 1.0



on the importance of awareness and vigilance

New Phoenix Keylogger tries to stop over
80 security products to avoid detection

Phoenix linked to more than 10.000 infections since the malware's launch on a hacking forum in July.
MORE FROM CATALIN CIMPANU

Q ' ' ' i Security

Microsoft rebukes rumors that
Microsoft Teams is being used in
ransomware attacks

Secunty
Anonymous hacker gets a whopping
six years in prison for some lame

; DDoS attacks
[ \ Security
“ ) New Roboto botnet emerges
1 By N / targeting Linux servers running

Webmin
Government : US

US student was allegedly building a
custom Gentoo Linux distro for ISIS

Keylogger NEWSLETTERS

Protecting the intangible
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Ifresistiole anlisrifg exaecltions
HOW TO GET YOUR PACKAGE IN ONE PIECE We have a pacakage I Purofator

waiting for youl! W dever Canay

Please follow the steps below.

Download the Purclator Label Open the label information for

containing your tracking your tracking number. You

number. may reschedule a redeliver Please follow the steps below.
from us or arrange a pick up

; from our location. Download the Purolator attachment file containing your tracking number.
Click here for your label

*If you can't download the Open the file for your tracking number. You may reschedule a redeliver from us or
label, try to move this email arrange a pick up from our location
into your inbox folder.

How to get your package in time?

*If you can't click the label, try to move this email into your inbox folder.

“The file is only compatible with Microsoft Windows.

s ®0

Purolator Your Shipping Solutions

2018 Purclator

Your Xpresspost Canada Post package has been delivered!
To get the confirmation of the delivery,
click on the label for your tracking
number.

We delivered your parcel

If you didn't receive your package, please Current status
contact us with the tracking number.

~
INFORM

SECURITY AND

Delivered

ck here for your label

."Il'you can't click on the label, move this email into your inbox folder. :
Need help finding your parcel?
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eePass

File Edit View Tools Help
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QU@ - &% Q §-|(@ search. o

o) domains
o email
o) employment si
& File
i files
o home
o local
=) Marketing
&) misc
‘&t mobile
e newswire
o Personal
ot software
& System
o) system
& Utilities
=t web
o Web

ot web
T Recycle Bin

« [ |

(@) Add Entry

Q( Add Entry

Create a new entry.

Entry |Advanced | Properties | Auto-Type | History|

Title: lcon:
Username: Claudiu

Password: E
Repeat
Quality: I - e | 20¢h

URL:

MNotes:

Group: Web, Title:

1 of 713 selected

[7] Expires: 21/03/2019 12:00:00 AM

8- Q)

INFORMATICA

SECURITY AND PRIVACY

92 SEWEENE ElicideSESE:

One password.
Zero headaches.

| LastPass takes care of the rest.

SRR . =

L
T P Poyrol

P

Free features

Secure password vault i
Access on all devices
One-to-one sharing

Save and fill passwords
Password generator
Secure notes

Security challenge

Multi-factor authentication

LastPass Authenticator
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Summary & Wrap-up

» Cyber security is a key and integral part of operations — should be resourced
and treated as such

« Call in the experts — legal, IT, PR — for program development, incidents, and
dealing with the aftermath

« Consider cyber security/privacy/IT issues in vendor contracts, M&A
transactions and when advising clients on overall risk exposure

 More data or more automation and more connectivity that is core to business
operations means higher risk impact

» Advise clients to be aware, knowledgeable, and proactive

Questions?

42
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Contact

Claudiu Popa
Email:
Social Media: LinkedIn and Twitter

David Krebs

Direct Line: +1 306.667.5632
Email:

Social Media: LinkedIn and Twitter

43
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