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Focus on standardization & security audits
Industry focus on regulated sectors, healthcare and finance

Educator, expert witness, media contributor and professional speaker
CEO, Informatica Corporation; Chair, Knowledgeflow Cybersafety Foundation

Claudiu Popa
Board Level Risk Advisor
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DAVID KREBS, CIPP/C

• Counsel in Miller Thomson’s Business Law Practice Group 
specializing in Privacy, Technology, and Cyber Security

• Key Contact for Miller Thomson’s Canadian Cyber Security 
Practice and editor of MT Cybersecurity Blog

• 10+ years’ experience in data privacy law  (Canada and Europe)
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1. Introduction: Guest Speaker, Claudiu Popa
2. Key Takeaways
3. Canadian Landscape
4. The Cost of Breaches & Security Incidents
5. Legal Risk & Considerations
6. What’s the Kill Chain?
7. The Holy Grail
8. Need to know
9. Summary and Questions

Agenda
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• Cyber threats are real and are changing…”Third Wave” is coming…

• Cyber Incidents carry a number of operational, reputational, and legal risks

• One incident….many laws (Federal, provincial, US State, European, sector-
specific…)

• Investments in cybersecurity are worth it – preparedness, technology/infrastructure, 
legal/compliance resources, training, and insurance are tools that should be considered 
and utilized

• Legal as trusted advisor – we highlight cyber security as integral part of business 
operations

• Incident response is a team-sport – IT security and forensics experts work hand-in-
hand with legal counsel/breach coach, PR, and key management; Communication is 
King! Breach communication not intuitive…

• Consider impact of cyber risk: in contracts with vendors (sector-agnostic, not just about 
personal data); M&A; Enterprise Risk Management; When choosing insurance 
coverage

Key Takeaways
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Cyber Incidents in Canada
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Cyber Incidents on the rise…Changing 
Face of Ransomware
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• “A full year of mandatory data breach 
reporting: What we’ve learned and 
what businesses need to know”

• The past year has seen an estimated 
28 million Canadian data records 
compromised in 680 reported security 
breaches reported to the Privacy 
Commissioner's Office. 

• Since new breach requirements were 
added to PIPEDA exactly a year ago, 
the number of reports by companies 
and individuals has surged six-fold, 
revealing new trends and priorities for 
the coming year. 

Report from the Office of the Privacy 
Commissioner of Canada

Source: OPC Blog
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Canada Second Highest in Cost of Breaches: IBM

Protecting the intangible
Since 1989
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Net savings (black bars) vs percentage of companies that use the technology today 
(blue).                                                                          courtesy: Accenture 2019
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Protecting the intangible
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Total Active Malware in the World
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Protecting the intangible
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New Malware Strains Per Month
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Protecting the intangible
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Weekly Virustotal Uploads
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Protecting the intangible
Since 1989

full circle
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Protecting the intangible
Since 1989

Malware 
LifeCycleMalware 
LifeCycle

Cybercrime
LifeCycle

professional quality servicesProfessional Grade Cybercrime
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The Firewall is now human
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no experience required
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how stolen information is abused
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cybercrimes of opportunity or hit jobs?crimes of opportunity?
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• Director and Officer liability

• Legal liability including litigation

• Regulator enforcement and investigations

• Failure to meet key contract terms

• Economic harm (e.g. loss of confidential 
information/IP) 

• Reputational harm 

• Business interruption

• Physical harm

Cyber Attacks’ Risk to Business
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Breach Coach/Counsel’s role:
• Coordinate - urgency 

without panic, help assess 
the facts

• Review relevant contracts
• Work with forensics – did 

the breach result in data 
access or extraction? Was 
there a bad actor? 
Internal vs external 
threat?

• Work with PR; 
Communicate with 
stakeholders

• Advise on risk
• Where required – prepare 

notifications; review 
which law(s) apply (cross-
border!)
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• Many ransomware cases traditionally not reported – intent was $ not exfiltration of data.
• Caution: Do the analysis; review the facts and the law
• Law not settled – very fact specific
• 100% certainty is an illusion
• Learnings from recent HIPAA (US) Guidance:

• Whether or not the presence of ransomware would be a breach under the HIPAA Rules is a fact-
specific determination. A breach under the HIPAA Rules is defined as, “…the acquisition, access, 
use, or disclosure of PHI in a manner not permitted under the [HIPAA Privacy Rule] which 
compromises the security or privacy of the PHI.” See 45 C.F.R. 164.402.6 

• When electronic protected health information (ePHI) is encrypted as the result of a ransomware 
attack, a breach has occurred because the ePHI encrypted by the ransomware was acquired 
(i.e., unauthorized individuals have taken possession or control of the information), and thus 
is a “disclosure” not permitted under the HIPAA Privacy Rule. 

• Unless the covered entity or business associate can demonstrate that there is a “…low 
probability that the PHI has been compromised,” based on the factors set forth in the Breach 
Notification Rule, a breach of PHI is presumed to have occurred. The entity must then comply with 
the applicable breach notification provisions, including notification to affected individuals without 
unreasonable delay, to the Secretary of HHS, and to the media (for breaches affecting over 500 
individuals) in accordance with HIPAA breach notification requirements. See 45 C.F.R. 164.400-414. 

Ransomware and reporting
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1. the nature and extent of the PHI involved, including the types of identifiers 
and the likelihood of re-identification; 
2. the unauthorized person who used the PHI or to whom the disclosure was 
made; 
3. whether the PHI was actually acquired or viewed; and 
4. the extent to which the risk to the PHI has been mitigated. 

Assessing probability of 
compromise (HIPAA)
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• What is “Personal Information”?
• PIPEDA defines PI as “information 

about an identifiable individual”
• excludes business card 

information
• According to the OPC*, personal 

information includes any factual or 
subjective information, recorded or 
not, about an identifiable individual.

• Examples:
• age, name, ID numbers, income, 

ethnic origin, or blood type;
• opinions, evaluations, 

comments, social status, or 
disciplinary actions; and

• employee files, credit records, 
loan records, medical records, 
existence of a dispute between a 
consumer and a merchant, 
intentions (for example, to 
acquire goods or services, or 
change jobs)

Personal Information

28
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• Under PIPEDA: Breach of security safeguards means the loss of, unauthorized 
access to or unauthorized disclosure of “personal information” resulting from a breach 
of an organization’s security safeguards – being “accessible” can be sufficient

• Organization must determine if the breach poses a “real risk of significant harm” to 
any individual whose information was involved in the breach by conducting a risk 
assessment

• The assessment of risk must consider the sensitivity of the information involved, 
and the probability that the information will be misused

• When the organization considers that a breach poses a real risk of significant harm, it 
must notify affected individuals and report to the Commissioner as soon as 
feasible

Depending on location(s), sector, and impacted population, a number of different laws 
may come into play.

Assess all potential obligations in determining strategy.

Breach notification
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• Organizations must maintain sufficient information in a data breach record to demonstrate 
that they are tracking data security incidents that result in a breach of personal information. 

• Broad interpretation of what information would constitute a “record” for the purpose of 
PIPEDA.

• Organizations must hold data breach records for a minimum period of time; specifically 
24 months.

• Oversight by the Commissioner to ensure compliance with the requirements to report to the 
Commissioner and notify affected individuals of significant breaches.

Data breach record keeping (PIPEDA)



V A N C O U V E R      C A L G A R Y      E D M O N T O N      S A S K A T O O N      R E G I N A      L O N D O N      K I T C H E N E R - W A T E R L O O      G U E L P H      T O R O N T O      V A U G H A N M A R K H A M      M O N T R É A L

Protecting the intangible
Since 1989
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what other threats do law firms face?

• spear phishing (malicious hyperlink) 
• ransomware (weaponized attachment)
• drive-by downloads (autoinstalls)
• watering hole attacks (hijacked website)

• 3rd party breaches (VoIP, mobile & storage)
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breach response planning

Protecting the intangible
Since 1989
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breach response planningbreach response planning

1. response 
2. recovery
3. remediation 
4. reporting
5. review
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Real cybersecurity expertise needed for breach management

GRC

physical &
administrative 
security

internal threats

social engineering

access control

patch management

systems,
operations &
communications

file sharing

3rd parties

web applications

wireless systems

enterprise training

remote access

identity theft
information 
security /
privacy

secure destruction

removable storage

weak processes

IT controls

classified disclosure

data classification

authentication

weak passwords

redundant services

process /
continuity

domains

data corruption

malicious software

hacking

availability/uptime

backup encryption

Protecting the intangible
Since 1989



WELCOME

V A N C O U V E R      C A L G A R Y      E D M O N T O N      S A S K A T O O N      R E G I N A      L O N D O N      K I T C H E N E R - W A T E R L O O      G U E L P H      T O R O N T O      V A U G H A N M A R K H A M      M O N T R É A L

Protecting the intangible
Since 1989

four ways to treat cyber riskrisk treatment options
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Protecting the intangible
Since 1989

four ways to treat cyber riskon the importance of awareness and vigilance
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Protecting the intangible
Since 1989

don’t click on those delivery notificationsirresistible phishing expeditions
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Protecting the intangible
Since 1989

use a password managercan you trust password databases?
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• Cyber security is a key and integral part of operations – should be resourced 
and treated as such

• Call in the experts – legal, IT, PR – for program development, incidents, and 
dealing with the aftermath

• Consider cyber security/privacy/IT issues in vendor contracts, M&A 
transactions and when advising clients on overall risk exposure

• More data or more automation and more connectivity that is core to business 
operations means higher risk impact

• Advise clients to be aware, knowledgeable, and proactive

Questions?

Summary & Wrap-up
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Claudiu Popa
Email: Claudiu@SecurityandPrivacy.ca
Social Media: LinkedIn and Twitter

David Krebs
Direct Line: +1 306.667.5632
Email: dkrebs@millerthomson.com
Social Media: LinkedIn and Twitter

Contact

mailto:Claudiu@SecurityandPrivacy.ca
mailto:dkrebs@millerthomson.com
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This presentation is provided as an information service and is a summary of current legal
issues. This information is not meant as legal opinion and viewers are cautioned not to act on
information provided in this publication without seeking specific legal advice with respect to
their unique circumstances.
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