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The Paperless Office and The Use of a Cloud 

 

Introduction: 

The Law Office File Management topics that I will discuss center on “The 

Paperless Office” and “The Use of a Cloud”. 

A number of Saskatchewan lawyers are working towards having “paperless” 

offices and many of those lawyers are using Cloud service providers.  I expect, 

over time, many more Saskatchewan lawyers will move towards “paperless” 

offices and will use Cloud service providers. 

There are a number of “practice” issues and professional obligations associated 

with having a “paperless” office and with using a Cloud service provider. 

Let’s begin with an identification and discussion of some of the practice issues 

and professional obligations associated with a “paperless” office. 

 

1. The Paperless Office: 

 

The starting point, for an identification of the practice issues and professional 

obligations associated with a “paperless” office, is the Code of Professional 

Conduct (effective July, 2012), Law Society of Saskatchewan (the “Code”). 

Section 2.05 of the Code is titled PRESERVATION OF CLIENT’S PROPERTY and 

states as follows: 

2.05(1)  A lawyer must: 

(a) Care for a client’s property as a careful and 

prudent owner would dealing with like property; 

and 



 

 

 

(b) Observe all relevant rules and law about the 

preservation of a client’s property entrusted to a 

lawyer. 

Accounting and Delivery 

2.05(5) A lawyer must account promptly for clients’ 

property that is in the lawyer’s custody and deliver it to 

the order of the client on request or, if appropriate, at 

the conclusion of the retainer. 

Given Section 2.05 (Preservation of Client’s Property) of the Code, I 

have identified a number of practice issues and professional 

obligations associated with a “paperless office”.  Many of the 

practice issues and professional obligations apply equally to a 

“paper” office:  

a) Need to produce a complete record of the client’s file: 

 

In the event the client decides to change legal counsel, it is 

incumbent on the lawyer to provide the former client with 

a complete record of the client’s electronic file. 

Consequently, there must be a complete record of the 

client’s file. 

 

b) Need to organize the client’s electronic file materials: 

 

Use, for example, folders and sub-folders to organize the 

electronic file materials.  Separate correspondence from 

court documents. 

 

 

c) Retrieval of electronic records: 

 



 

 

Use, for example, a search feature. 

 

d) Integrating the paperless system with risk management 

procedures:  

 

Need to integrate, for example, conflict checks, diarization 

of files, etc. with the electronic files. 

 

e) Need to have a backup copy of the electronic files: 

 

In the event of the computer going down, data becoming 

corrupted, etc., a backup copy of all electronic records is 

required. 

 

f) Adequate staff training: 

 

I expect that currently not all law office support staff have 

good working knowledge with the use of electronic client 

files.  Over time that will change. 

In the meantime, it is incumbent on lawyers to provide 

adequate training to ensure staff are comfortable and 

efficient in working with electronic client files. 

g) Use of Passwords: 

 

To protect the confidentiality of the data contained within 

the clients’ electronic files, passwords should be used.  

Passwords need to be shared with support staff.  

 

 

 

h) Successor considerations: 

 



 

 

The Law Society expects lawyers to have a succession plan 

in place.  Should the lawyer have a “paperless” office, the 

lawyer will want to enter into a succession agreement with 

a lawyer who has a good working knowledge with a 

“paperless” office.  Discussions need to occur with respect 

to the disclosure of passwords to the successor. 

 

i) Establish relevant office policies: 

 

Office policies such as a document conversion, retention 

and destruction should be put in place.  The policies should 

be communicated to the client at the beginning of the 

representation (by way of, for example, a retainer 

agreement). 

 

2. The Use of a Cloud: 

 

Now let’s move to a discussion of the practice issues and professional 

obligations associated with the use of a Cloud Service. 

 

The starting point is the Code.  Section 2.03.1 

CONFIDENTIALITY states as follows: 

Confidential Information 

s.2.03(1) A lawyer at all times must hold in strict 

confidence all information concerning the business and 

affairs of a client acquired in the course of the 

professional relationship and must not divulge any such 

information unless: 

 

(a) expressly or impliedly authorized by the client; 

 



 

 

(b) required by law of a court to do so; 

(c) required to deliver the information to the Law 

Society; 

(d) otherwise permitted by this rule. 

Given Section 2.03.1 of the Code, I have identified a number of practice issues 

and professional obligations associated with the use of a Cloud Service provider.   

Some of the practice issues and professional obligations are as follows: 

 

a) Security and Confidentiality: 

There is a positive onus on the lawyer to hold in strict 

confidence all information obtained by the lawyer about 

the client.   

If the lawyer has sensitive information that might interest 

law enforcement agencies it is likely best to not store the 

information outside of the law firm. 

When the cloud is situated in the United States what are 

the potential ramifications of, for example, the provisions 

of the Patriot Act and access to the lawyer’s data? 

b) Review the terms of the User Agreement with the Cloud 

provider: 

 

Some of the questions/issues the lawyer/law firm needs to 

consider before entering into the Cloud Service Provider’s 

Service-Level Agreement (“SLA”) include as follows: 

Who owns the law firm’s data? 

Is there a confidentiality clause within the SLA? 

What warranties are included within the SLA? 



 

 

Is there a limitation of liability clause within the SLA? 

Is there a clause with respect to the privacy of the data held 

by the cloud? 

Does the SLA provide that the cloud service provider cannot 

use the data except to provide it to the lawyer? 

Does the SLA provide that the cloud provider will inform the 

lawyer should the cloud provider be served with a 

subpoena for the data?  Such notice will provide the lawyer 

with an opportunity to respond on a timely basis to the 

subpoena. 

Does the SLA stipulate that the cloud service provider will 

immediately inform the lawyer of any data breaches 

experienced by the service provider? 

Does the SLA stipulate that the cloud service provider will 

maintain a backup in the event the cloud’s primary data 

center is not operational, data becomes corrupt, etc.? 

Does the SLA stipulate what will happen to the law firm’s 

data should the relationship between the lawyer and the 

cloud service provider terminate?  Does the SLA stipulate 

that the cloud service provider will continue to provide 

support service to the lawyer during the transition? 

Is the SLA enforceable in Saskatchewan? 

c) Encryption of information sent to the Cloud provider:  

 

Consider encrypting data at the time of transmission of the 

data to the cloud service provider (and by the cloud service 

provider upon receipt and storage of the data).  The 

advantage being the lawyer maintains control over the 

initial encryption and access to the data. 



 

 

 

d) Back up all information stored by the Cloud: 

 

In the event the cloud service provider goes out of business, 

experiences an outage, loses the data, deletes the data or 

the data becomes corrupted, etc. the lawyer needs to be 

able to independently access the law firm’s documents 
(data).  It is, therefore, important for the lawyer to be able 

to back up locally all of the law firm’s documents before the 

documents are sent to the cloud. 

 

e) Disclosure to clients: 

If a lawyer is intending to use a cloud service to store the 

client’s information, consideration be given to disclose that 

fact to the client early on in the professional relationship 

(by way of, for example, a retainer agreement). 

 

f) Establish relevant office policies: 

 

See the discussion under “Paperless” Office. 

 

Resources: 

A good article to review with respect to the use of a cloud service provider 

is: 

“Fine print in the clouds” by Luigi Benetton, page 13 of The Lawyers 

Weekly, April 12, 2013. 

Another good resource is: 



 

 

“Cloud computing checklist”, See the Law Society of British Columbia 

website. 

The BC Law Society “Cloud computing checklist” identifies many 

more practice issues and professional obligations associated with the 

use of a cloud service provider. 
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